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INTRODUCTION

Over 2,000 years ago, an ancient military
stracegise once wrore: “The sage does what s
difficule while e s sill easy to do chat i how he
achieveshis ends.™ Nowhere s chis axiom more
relevant today than in the relacionship berween
underwriing and claims handling, The growth
of e-commerce and the use of the internet as a
commercial tool have created fuser and more
efficent means through which businesses can
conduct commerce, and at the sume time, i has
o created a more expeditious means through
which financial crimes may be commiteed. To
date, numerous high profile firms, including
Mictosoft, Amazon.com, eBay, Yahoo and
CNN.com have suffered denial of service artacks
which have rendered chem unreachable for
significant periods of time. A comprehensive
undersanding of this new landscape crated by
the ongoing evolution of cyber-cimes s esential
o the succesful underwriting o
cyber-polices.

Cyberinsurance,in general, can be divided into
two basic categories, coverage for “cyber-
propercy” and for “cpberliabilty”. Coverage for
“cyber-property” is firs party coverage and
generally provides for procecton againstbusiness
interuption, (including compuer virus arcacks
and telecommunications filures), cheft and/or
destruction of software and data, (ncluding web-
sites), fraudulent input or modification by
employee or intruder, and extortion. “Cyber-
liabilicy” on the ocher hand is third parcy
coverage and generally provides protection
for libel, slander, defamacion, trademark
andlor copyright infringement, inadvertent
wansision of avirus, unlawful use of mateials
o information, hyper-linking liabilicy, and
contingent bodtly njury

DRAFTING OF POLICIES

Cyberinsarance is sill in its evolucionary sage,
and coverage and temms of such policis remain
widely varied among insurers as they seck o
ascrtin and quantifythe developing risks which
they ce.

In general,che first sep in performing a risk
assessment when drafting a cyber-policy s to
devemmine the most kel scenarios ofartack, ic.
virus, thef o propriecary informarion,atacks on
websits etc.). Once those vectors ofatack have
been ascertained, the next step is o determine
the porential damages or losses resultng from
those incidents. This process differs from the
underwiting of more taditional polices due to
the rapidly changing cechnology and methods
wilzed by those commitcing cyber-crimes. The
consequence of such rapid changes in
technology, along with the corresponding
changes 1o the methodology employed in
committing cyber-crimes, i that the small
amount of historical data which has been
collceed in this area i of quescionable validicy
especially when writng policies with extended
policy periods. Complicating matters further s
the issue that insurers can o longer rely on the
pliin meaning of cerrin terms when diafing
cpber-polices, which has che efec cha chey will
need to wite cyber-policy from scratch, or
assume the isk of providing coverage which they
had never intended. In analyzing vaious exiting
cyber-policies, we have noted that a small
number of cyber-insurers have been tempred to
simply “cut and pasce” sections from their
existing comprehensive genera lsblicy (CGL)
policies inco their new cyber-policies
Consequently this type of daftng resulsin the
provision of far more coverage than the
underwiters incended.

An ecample i a “cybertechnology” policy which
was intended to provide coverage only for
“physical loss to tngible property”. Although the
language as drafted appears unambiguous on its
face, it should be noted that at least one court has
rejected the argument that “loss of dat” does not
constitute “physical loss”. Lambrecht & Associates,
Ine. u State Farm Lloyds, 119 S.W.3d 16 (2003).
In Lambrechs, the Texas Coure of Appeals dealt

with the isue of a hacker who intentionally
introduced a virus into the insured's necwork,
causing destruction to the insureds server aswell
a all data on thar server, n thar case, the Coure
rejected the insurer’s argument that the losses
dlgedby the insured in connecton with the los
data wete not “physical because they were ot
cangible, ., capable ofbeing rouched or sensed”
Lambrecheaz 25. The Court, n finding coverage
oexis held char the plain anguage of the polcy
dicated that nor only were the personal property
losses “physicdl” as a marcer of aw bur that the
lost data was also covered because it was “data
ored on such media’. Furthermore, the Courc
in American Guarantee & Liability Insurance
Company . Ingram Micro, Inc., 2000 WL
726789 (D.Ariz.2000), held that the term
“physical damage” was not restrired to the
physical destruction o, or harm o, actual
computer circucry bue that it ako included loss
of access o, los of functonaliy;and loss of use
of acomputer. American Guarantee, ar 2*

THE FUTURE OF CYBER-CRIME
Although the ongoing evoluton of cyber-cime
dicate tha the use of iscrical daca should not
be too heavily relied upon, an understanding of
current trends in cyber-crime is a necessary
sarcing-point in the analyss of risks faced by
companies and cheir insurers. A recent survey
conducred by the Compurer Security Instiure
and the San Francisco Federal Bureau of
Investigation Computer Intrusion Squad (2005
CSIFBI Computer Crime and Security Survey)
reports that: (i) virus areacks continue as the
single largest source of financial loses
companies; () web st incidents have increased
drmaicaly within the st 12 months; i) he
percentage of companies reporting computer
intrusions continued to declined due to fear of
negative publicitys and (iv) the use of cyber-
insurance remains ow:

According to the 2005 CSIFBI Survey 90% of
the 700 respondents dected compurer security
breaches wichin the lat 12 month, with 80%
acknowledging financial loses due to those
bresches, resuing in a ot of $130,104,542 in
losses. The three main caregoris making up the
majoricy of those losses are

(i) Virus attacks $42,787,767
(i) Unauthorized access $31,233,100

(i) Thetof proprietary
information $30,933,000
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Unauthorized access to computer systems,
showed a significant increase in losses from
previous years, and replaced denial of service as
the second largest contributor to cyber-crime
losses.

According to the 2005 CSIFBI Survey although
566% of respondents eport having experienced
unauthorized access o their computer syscems
within the past 12 months, only 25% of
respondents reported using cyber-insurance as a
ool for managing cyber-security risks. One
common reason given by compares for having
chosen nor o obtain cyber-insurance is the
rigorous security audit process they must go
through aspart of the underwicing process. The
security audic commonly _involves  the
submission of an overview of the company’s
operatons and compleion of a deaied security
questionnaire, (some quescionnaires consist of
over 250 queris). Addicionally most audicors
will aso ke a close look at the securiy poliies
thar  company has in place, such as how ofen
passwords are changed and ancivirus updates
run, as well as reviewing internal policies
coverning employee access and use of syseems.
An insurer my also require tescing of the
company’s suscepibilty to external actacks. An
analyssof various audicing processes reveals chat
a small number of insurers nay be focusing on
issues hac have lide bearing on the accual risk
underwriceen, but that ae sill onerous upon
potential insureds, A streamlining of the audicing
may help llviae some ofthe reluctance on the
part of companies to purchase chis type of
insurance. An audit may be less onerous and
provide more useful information i focuses les
on cerain liss of technical proteccions and

manpowwer requirements, and more on issues
including: ) che ype ofserver the insured uses?
(i) dependenceof the company upon e-business
(i) the company's vibilcy on che internet; (v)
whether the company’s industry is more or les
susceptible o being hacked: and (v) the types of
usesthe company has for he Internec

CYBER-LIABILITY LAWS

Recently enacted legisacion, as well as a
developing body of case o, have contrbuted to
the growing clarity of the rules governing the
new cyber-based cconomy: In 1999, Congress
passed the Gramm-Leach-Blly Act (‘GLB) in
order to protect information in company
databases and network servers. Recognzing that
such informarion i readily accesible and easily
shared, GLB secks to protect such informarion
from being leaked, intruded ino, or used for

idenicythefc.

Then, in response o the accounting scandls o
the preceding sevralyears, Congress pased the
Sarbanes-Oxley Act of 2002, Sarbanes-Oxley
secks to “protect investors by improving the
accuracy and relabliy of corporate disclosures
made pursuant o the securices s In order
to achieve accuracy in the reporting of
information by public companies, Sarbanes
mandaces that companies employ systems
capable ofbeing objeccively measured, incucing
the provision of adequate nernal controls over
information wihin those compaes. In June of
2003, the SEC issued its final rules under
Section 404 of Sarbanes-Oxley. The SEC noted
that “internal control i a broad concepe thac
extends beyond the accounting functions of a
company.” Under the SEC rules, the inrernal
controls process must include policies and
procedures that provide reasonable assurance

regarding the prevention or timely derection of
unauthorized acquisition, use or dispositon of
the company's asscs that could have a material
effect on the financial starements. From a
Sarbanes-Oxley Section 404 perspective, any
breach, whecher by a hacker o unauthorized
insider, epresents a sk to 2 company's internal
system, including those covered by the standards
implici in section 404’ mandate. As a resulr,
Saubanes-Onley has rised the leve of awareness
regarding cyber-securiy; s the responsibilicy
now rests on companies and thir direcors t be
legally compliant and protect corporate assets.
With cyber-security ssues now on the radar
screen of decision makers, and not mercly IT
professionals, an increase in the demand for
cyber-insurance willkely follow.

CONCLUSION

A the frequengy and magitude of yber-artacks
continue to grow, che demand for cyber-
insurance vill escalare. Insurers which have a
thorough understanding of cyber-rimes and the
nevw risks they represent will ot nly be berter
placed to undenwrice cyber-policies, but will be
well posicioned to deal with porential claim
disputesas they arie.

FOOT NOTES

| Thertoforpg 8,SonTau

2 Sindaryn Retal Sstons, I x ONA e Camparis,
469 W43 (Mion App 1991, the Courtrudd tht
Compute aps 3 i were tangble property nder 3
CGL polcy sinc the daa had permanentvsue sndwas
ncorporated withthe corporeal raure of he ape.Alsy
n Centnnial surarce o vAppled Heath Cre Sstoms,

1. 710F24 1288 (7th . 1963)th Cout rued nfivor
of s nsued n 3t concemig dfactne i
processingand sysem ure which resed i i s

3 Various st hveshown that Lo Unixsevers re
less susceptble o aack thanWindows NT.

4 Inroduction o Sarbanes Oy Act of 002, (PL 107:24)
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